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	Reason for change:
	The purpose of the test case in clause 4.2.2.2 is to verify that the UDM stores the authentication status of UE. As it is a pre-condition that the tester should have access to the UDM, it would be stragithfoward for the tester to obtain the UE authentication status stored in the UDM by simply accessing the UDM, in which way the test case purpose can already be fulfilled. 
However, the test steps of filtering messages on N13 and N12 interfaces in the current test case are mainly to verify that the UE authentication information sent over the interfaces is identical to the status information stored in the UDM.
Hence it is proposed to elaborate the purpose that the test steps are actually achieving and also complete the test steps.
On the other hand, as the UDM and AUSF network products could be collocated in commercial deployments, it needs to be pointed out that the current test case does not apply to UDM product in collocation with AUSF, because the N13 interface will not be openly available in such case and the test steps of filtering messages on N13 become impossible. 
Hence it is proposed to add a note to rule out the case of UDM/AUSF collocation.

	
	

	Summary of change:
	Updated the purpose and test steps of the test case in clause 4.2.2.2.
Added a note for the case of UDM/AUSF collocation.
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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the Change ****************
[bookmark: _Toc22565479][bookmark: _Toc26877910][bookmark: _Toc22022977]4.2.2.2	Storing of authentication status of UE by UDM. 
Requirement Name: Storing of authentication status of UE by UDM. 
Requirement Reference: TS 33.501 [2], clause 6.1.4.1a
Requirement Description: "The UDM shall store the authentication status of the UE (SUPI, authentication result, timestamp, and the serving network name) after authentication" as specified in TS 33.501 [2], clause 6.1.4.1a.
Threat References: TR 33.926 [4], clause E.2.2.3, Failure to store of authentication status.
TEST CASE: 
Test Name: TC_AUTH_STATUS_STORE_UDM
Purpose: 
Verify that the UDM under test stores the authentication status of UE, which is identical to the UE authentication information sent to/from the AUSF and the AMF.
Procedure and execution steps:
Pre-Condition: 
-	UDM network product is connected with an AUSF in simulated/real network environment involving AMF, eNB.
-	The tester shall have access to all the authentication specific data sent over N1 interface, N12 interface and N13 interface.
-	The tester shall have access to the UDM under test.
Execution Steps: 
1.	The tester shall capture the entire authentication procedure and authentication confirmation procedure between UE and AMF over N1, N12 and N13 interface using any network analyser. 
2.	Tester shall filter the Nudm_UEAuthentication_Get Request message sent over the N13 interface to retrieve serving network name.
23.	The tester shall filter the Nudm_Authentication_Get Response message sent over N13 interface to find the SUPI.
34.	The tester shall filter the Nausf_UEAuthentication_Authenticate Response message sent over N12 interface to retrieve the Authentication statusresult (EAP success/failure for EAP-AKA' or Result for 5G AKA) from the Nausf_UEAuthentication_Authenticate Response message.
5.	The tester shall filter the Nudm_UEAuthentication_ResultConfirmation Request message to retrieve the authentication result and time of authentication procedure sent from the AUSF to the UDM over N13 interface.
6. 	The tester shall compare the serving network name stored in the UDM against the serving network name retrieved from the Nudm_Authentication_Get Request message and the serving network name retrieved from the Nudm_UEAuthentication_ResultConfirmation Request message.
47.	The tester shall verifycompare the status retrieved authentication status with the authentication status stored in the UDM against the authentication result retrieved from N12 interface.
58.	The tester shall compare the SUPI stored in the UDM against the SUPI present in retrieved from the Nudm_Authentication_Get Response message and the SUPI stored in retrieved from the UDMNudm_UEAuthentication_ResultConfirmation Request message.
6.	Tester shall filter the Nudm_UEAuthentication_Get Request message sent over the N13 interface.
79.	The tester shall compare the timestamp stored in the UDM against the time of authentication procedureServing network name present in the Nudm_Authentication_Get Request message with the serving network name stored in UDM retrieved from the Nudm_UEAuthentication_ResultConfirmation Request message.
Expected Results:
The storing of authentication status (SUPI, authentication result, timestamp, and the serving network name) of UE at the UDM is verified.
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
Note:	this test case does not apply to the deployment scenario where the UDM and AUSF network products are collocated without an open N13 interface.
*************** End of the Change ****************

